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Executive summary
The activities reported in this deliverable are related to the first Task in WP6 whose main objective is
to maximize the impact of the MUSA project [1] by ensuring proper communication and
dissemination of the project results and to raise awareness to the scientific, industrial, and general
public communities.
This deliverable is the first one of a series of three reports (D6.2, D6.6 and D6.7) that aim at reporting
the status of dissemination activities. The main objective of this document is to illustrate the
dissemination strategy that was elaborated during the first six months of the project. The strategy
primary copes with the definition of core messages to pass to the target communities and the definition
of the target communities themselves that might potentially be interested by the MUSA results.
In order to let the strategy be effective, the characterization of the target communities is very relevant
and we began this activity by building a preliminary list of possible stakeholders and communities that
will be continuously updated.
As part of the strategy, a detailed plan and list of dissemination activities has been proposed. It mainly
includes the organization of classical dissemination channels as scientific and professional
publications, organization and participation to workshops and events, with particular emphasis on EU
organized events.
Furthermore, in order to provide quality control procedures before and after releasing any
dissemination material, we have introduced some simple guidelines to follow for dissemination
activities and defined a set of key performance indicators that will be continuously monitored to
ensure the effectiveness of the plan. The plan, the activities and the preliminary tables have to be
considered “live” documents, as they will be periodically updated and improved in order to maximize
the impact that the MUSA results may have on the scientific and industrial communities.
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1 Introduction
1.1 Objective of the document
Dissemination, communications and exploitation of results are crucial activities of the MUSA project
and will be addressed in Work Package 6 Dissemination and communication. The main goal of this
work package is to define and develop quality criteria to enforce and continuously verify
dissemination activities during the project life cycle.
In particular, this document reports the results of Task 6.1 Dissemination on the definition of a
dissemination plan that details actions and common guidelines to ensure and monitor the quality of the
dissemination activities.
It includes a list of activities to engage target users, to maintain a web site attractive for the interested
communities and to ensure a continuous presence in social media. Furthermore, we will define a list of
activities that include both per-partner and overall consortium initiatives. At this aim, we will illustrate
the channels and materials that will be available to all partners. Among the primary channels, the
project will adopt:


a public web site that continuously reports updates on the project results, it will collect
relevant news, documents, presentations and links to software repositories, in order to attract a
significant target audience;



scientific publications that will be the main channel to disseminate project results to scientific
community;



organization and participation to workshops targeted to both academic and industrial
audience; when possible these events will be arranged in collaboration with other European
initiatives and projects.

Also, in this deliverable we will report a detailed set of Key Performance Indicators (KPI) to
continuously monitor the status of dissemination activities and, in case of need, proactively apply
actions to boost or improve the impact of results on the community. In particular, the defined KPIs
measure the level of involvement of stakeholders during the project lifecycle, the impact of
dissemination activities towards stakeholders, towards scientific and industrial communities and,
nonetheless, towards potential customer communities.

1.2 Structure of the document
This document is structured as follows:


Section 1, after an introduction to the document, presents the relationship among this
deliverable and other deliverables in MUSA and the main contributors to this deliverable.



Section 2 overviews the project dissemination and engagement plans and activities, including
the communication tools and material that will be produced and some guidelines for partners
to control the quality of dissemination activities.



Section 3 presents and discusses a set of key performance indicators for dissemination
activities in the project.



Finally, Section 4 presents an overview of possible collaborations with relevant research
projects and activities to boost the dissemination of MUSA results.



Appendix A provides the summary of MUSA motivation and background.
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1.3 Relationships with other deliverables
This deliverable is related, in some way, to all technical Work Packages of the MUSA project as its
goal is to maximize the impacts that the project results may have on both the academic and industrial
communities.
In particular, it is strictly related to activities and related deliverables of Work package 6 (deliverables
D6.1 MUSA brochure and public website, D6.3 Data Management Plan, D6.4 Communication Plan
and D6.5 Networking Plan) whose goals are to plan the proper dissemination, communication and
networking plans and ensure that relevant communities will be located and reached out during the
whole project lifecycle (from requirement analysis to development and exploitation). Furthermore, it is
input for subsequent dissemination reports (D6.6 Dissemination, communication, networking and data
management report – intermediate report - and D6.7 Final dissemination, communication, networking
and data management report – final report) that will periodically report the status of dissemination
activities.

1.4 Contributors
All partners of MUSA have contributed to the deliverable.

1.5 Acronyms and abbreviations
KPI

Key Performance Indicators

WP

Work Package

1.6 Revision history
Version

Date issued

Author

Organisation

Description

0.1

27/05/2015

Valentina
Casola

CERICT

First version with all sections in first
draft content.

0.2

10/06/2015

Valentina
Casola

CERICT

Final proposed.

0.3

23/06/2015

Valentina
Casola

CERICT

Final revised after internal review.

1.0

30/06/2015

Erkuden Rios

TECNALIA

Final released
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2 Dissemination plan
As already discussed in the project proposal, the definition of a good dissemination strategy starts
from identifying in a clear way the objectives and the target communities, in order to define a proper
dissemination plan including a set of actions to be performed and a way to continuously monitor their
effectiveness.
According to these basic principles and goals, in the next sections, we will first present the
dissemination strategy (cfr Section 2.1) with a description of main goals and an initial idea of the
target communities to engage. Then, we will present the dissemination plan (cfr Section 2.2) with a
detailed list of actions to be performed. An analysis of the dissemination channels and material and the
engagement of all partners in dissemination activities will be presented in details, too.

2.1 The dissemination strategy
The main goal of the dissemination strategy of the MUSA project is to maximize visibility of its
innovative contributions to different target communities. At this aim, the dissemination strategy has
been designed to take into account:
 What and who: it is crucial to define the core messages to pass to target communities and what
their benefits could be with the adoption of the MUSA outcomes;
 How: by identifying a plan of activities, including the preparation of communication materials
and tools.

2.1.1 Dissemination objectives
In the first months of the project, we identified some core messages associated to main project goals
and their impact, they have been already reported in the first brochure and on the web site.
In particular, the so called “elevator pitch” is focused on the MUSA framework including:


Security-by-design mechanisms to allow application self-protection at runtime;



Methods and tools for the integrated security assurance in both the engineering and operation
of multi-cloud applications.

Taking in mind these messages, the objective of all dissemination activities will be focused on:


Raising interest among stakeholders and target communities (e.g. cloud based application
developers, cloud technology companies) about the benefits of using MUSA framework to
support a security-aware lifecycle management of multi-cloud applications.



Communicate the achievements of the project amongst scientific community to improve the
access to research results.



Fostering cooperation and exchange with cloud security and cloud-based application
development initiatives in order to create synergies and thus accelerate innovation.



Reach the open source community and standardization bodies who are responsible for
industrial uptake of a solution such as MUSA.

2.1.2 Target communities
The MUSA project aims at maximizing the impact of its results, for the benefit of both its partners and
of the wider scientific and technological European Research area. It is crucial to take into account the
needs and feedbacks from the stakeholders during all phases of the project development. Indeed,
MUSA innovative results should be produced and aligned with their expectations.
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In collaboration with exploitation and networking activities, we will consider of primary importance
the need for building a community, external to the project, which in strong collaboration with MUSA
partners, can adopt, extend and influence the scientific and technological results of the project.
At this moment, the main relevant target groups have been identified for the dissemination and
communication of MUSA results. Target communities have been identified in the industrial and
academic sectors, public and private sectors and standardization bodies and policy makers. The
dissemination is split into dissemination to the scientific communities (Cloud community focused in
Cloud security, multi-cloud based application developers, Software engineering), where the focus is
on transferring knowledge and tools into the scientific domain, so that they can be used in
complementary research fields; and dissemination to the commercial community (independent
software vendors (ISVs), Investors, Technology providers, Application providers, Users, Consultants,
Open source communities, etc.), where the focus is on informing potential clients of the MUSA
capabilities.
Nonetheless, the target community list is a “living list”, it will be revisited and updated during the
exploitation tasks and possibly adjusted in order to let dissemination and exploitation strategies be
effective. Table 1 shows the first tentative list of the MUSA target communities aligned to the
Stakeholders of the MUSA project as identified in the WP1 Multi-Cloud security requirements and
MUSA framework.

Table 1: Preliminary Target Communities
Target Community

Description

System Operators

Responsible of the deployment of multi-cloud applications

Service Administrators

Responsible of the runtime management of the multi-cloud
applications, which includes the monitoring of these
applications.

Service Business Managers

Responsible for the business aspects of offering cloud
services to cloud service customers.

Application Developers

They are developers of applications or services that exploit
multiple heterogeneous cloud resources in diverse cloud
service providers

Application Architects

They are architects of multi-cloud applications or services,
which are responsible of the design of this type of
applications

Security Architects

It is a specialization of multi-cloud application architect,
which is in charge of assuring the security in the design of
multi-cloud applications

Particular emphasis will be given to the building of a networking plan with other EU projects,
initiatives and external communities (including relevant scientific communities, projects, and technical
working groups).
We will do this to increase the adoption, diffusion and impact of MUSA technologies on other applied
research projects and to leverage existing results from other communities and effectively do a step
forward to the state of the art.
The dissemination activities described later on in this document should ensure the target communities
continuous involvement. An overall assessment of their involvement activities will be performed in
order to measure the impact and return on provided results. This internal evaluation will help to keep
the desired level of excellence and to allow us to correct any deviations from the goals of this WP.
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2.2 Dissemination activities
The dissemination plan includes a list of activities and guidelines to ensure the effectiveness of
dissemination, to engage all partners to have benefits according to their profile (academic and
industrial) and, finally, to introduce quality control and monitoring procedures through the adoption of
Key Performance Indicators (KPI).
In particular, the plan is made of:


Preparation of tools and communication material to distribute in different events and to
different target communities; this includes a web site, different social networks, flyers and
posters, and the adoption of logos and templates for all dissemination activities (cfr Section
2.2.1);



Dissemination actions; this includes academic dissemination, industrial dissemination,
scientific publications, participation and organization to relevant events in the security and
cloud related scientific communities, participation to joint activities with other European
projects and/or European initiatives (cfr Section 2.2.2);



Guidelines for dissemination activities for all partners (cfr Section 2.2.3);



Key performance indicators to monitor the quality of dissemination actions (cfr Section 3).

These concepts will be described in more details in the following subsections.

2.2.1 Dissemination tools and material
This Section provides the description of a set of tools and related output material that will be prepared
and adopted by the project partners to disseminate results. The tools will include web based and
multimedia material as well as printed press releases, brochures, booklets, posters, flyers, and demo
videos.
The material will be periodically updated to illustrate all the news related to the project progress. All
material produced will be disseminated and made available through the website. Social networking
will also be used to ensure visibility across different social tools and stakeholder communities.
In particular, some specific dissemination channel is presented next.
Website and Social Networks
Four main online channels were created to report project progress, present project results and to be
used to get feedback.
The project website is already online (http://www.musa-project.eu) and has been presented in
Deliverable D6.1. It contains a public are for illustrating the project activities, events and results. The
ambitious goal of this site is to become a reference portal for researchers and practitioners to find last
results and continuously updated links to events, standards, working groups and other related
information of interest for the cloud and security scientific community. Its development and updating
will be continuously on-going, even the current interface and structure will be updated and improved.
Besides the website, a Twitter account, a LinkedIn group and a Facebook page were created for
MUSA project. Corresponding links to the social media are given below:


Twitter: https://twitter.com/MUSA_project
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LinkedIn: https://www.linkedin.com/groups/MUSA-Project-8304182
Facebook: https://www.facebook.com/MUSAProjectEU

MUSA expects to reach a large engagement of Community by developing online discussions on major
Social Networks aimed to communicate MUSA outcomes. The MUSA accounts in social networks
will be advertised through other subject-related project sites and groups, too. The MUSA project has
made initial links to the selected groups with the goal of developing strong connections with the time,
as given communities also start to get used and know MUSA project.
Up to date, four different Facebook groups are already connected to the MUSA project:
 Group 1: Cloud Computing Community,
https://www.facebook.com/pages/Cloud-Computing/116133577951
 Group 2: FP-ICT SPECS,
https://www.facebook.com/fpict.specs?fref=ts
 Group 3: Cloud Security Alliance,
https://www.facebook.com/pages/Cloud-Security-Alliance/266134786858481
 Group 4: Cloud Computing Security Limited,
https://www.facebook.com/CloudSecHK
The continuous flow of posts and number of followers will be periodically monitored.
Flyers
During specialized events, MUSA expects to disseminate project’s results and progress to interested
communities by distributing dedicated flyers and showing posters.
A first version of the flyer was designed at the start of the project. A new version is expected as soon
as concrete results will be available. Figures 1 and 2 respectively report the front and back pages.
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Figure 1: MUSA Flyer front page

Figure 2. MUSA Flyer back page

D6.2: Dissemination Strategy

15

MUSA Logo
The project logo was designed based on the version sent at the time of the project proposal
submission. It is reported in Figure 3.

Figure 3: MUSA Logo

MUSA Document Templates
Several templates are provided in the project internal repositories for all those materials that will be
publicly accessible, among the others, deliverable templates and presentation templates.
Deliverable templates
The template for deliverables is available in the Alfresco repository, and shows an example of
deliverable organization.
The deliverable cover page is reported in Figure 4.
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Figure 4: MUSA Deliverables Cover page
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The general structure of deliverables should include the following:










Abstract in the cover page
MUSA Consortium
Executive Summary
Introduction
o Purpose of the document
o Structure of the document
o Relationships with other deliverables
o Contributors
o Acronyms and abbreviations
o Revision history
o Change log
Core sections of the deliverable
Conclusions
References (if applicable)
Appendices (if applicable) -

Revision History and Change log are included as needed depending on revision of the deliverable.
Presentation template
A template was designed also for presentations. The template, shown in Figure 5, is very simple. It is
available in the Alfresco repository for project members. Alfresco is a project intranet accessible by
project partners (https://intranet.musa-project.eu).

Figure 5: MUSA Presentation template
Acknowledgements template
All the documents published within the MUSA project will acknowledge that:
“The project leading to this work has received funding from the European Union’s Horizon 2020
research and innovation programme under grant agreement No 644429 (MUSA)”

D6.2: Dissemination Strategy

18

2.2.2 Dissemination actions
This section describes specific actions that partners will engage into for the promotion of the MUSA
project.
a) Papers/journal articles
One of the main dissemination activities is devoted to involve the scientific community in the MUSA
project by presenting project progress and results in different conference papers and international
journals. Both the conferences and journals will be selected on the basis of their impact on the
scientific community and on their relative importance in the scientific and industrial communities
related to cloud computing architectures and security.
In order to ensure a high quality of the outputs that will be presented, the partners have agreed on a set
of dissemination policies and guidelines that will be reported in Section 2.2.3.
b) Organization and participation in events and workshops
Part of project visibility will be improved by participating in international events and workshops. The
organisation or participation to events and workshops will provide numerous benefits in meeting
project objectives:


Awareness-raising and visibility, through dissemination of promotional material;



Networking and knowledge exchange with stakeholders and target communities;



Building basis for future activities while keeping all project developments in line with the
global trends and working towards a general consensus.

As part of the dissemination activities, we will identify a set of events related to the project topics.
Up to date, MUSA supported the STAM 2015 workshop (http://www.aresconference.eu/conference/ares-eu-symposium/stam-2015/) to be held in conjunction with ARES EU
Projects Symposium 2015, at the 10th International Conference on Availability, Reliability and
Security in August 2015 (ARES 2015 – http://www.ares-conference.eu). The workshop has been
organized in collaboration with other EU projects as FP7-Inter-Trust, H2020-CLARUS, RapidISER/INTERSEC, and ANR-DOCTOR.
Special importance will be given to dissemination activities in collaboration with EU events and
initiatives organized by other EU research projects in order to increase the awareness of MUSA
outcomes to policy makers, and industrial/research audience participating in EU-funded events; in
Section 4 we will describe in details the plan for these dissemination activities.
c) Academic dissemination
For MUSA partners, dissemination plans are focused on letting the scientific community know about
the innovative results obtained during the project. Academic seminars are useful to disseminate and
create awareness related to MUSA scientific results among university research groups and students’
community.
In particular, we plan to participate in different academic events including keynote/summer school
presentations, panels, and also will contribute to the creation of dedicated seminars as part of Masters
programs in universities. Furthermore, academic partners plan to engage young researchers and master
degree students to work on MUSA related thesis topics.
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d) Industrial and professional dissemination
Complementing the academic activities, MUSA partners will participate on relevant industrial
dissemination activities organized by standardization bodies and industry. MUSA expects to engage
non-academic community, in particular industrial audience by an extensive dissemination of project’s
achievements and progress.
Furthermore, to support the exploitation activities, the MUSA partners will provide technology
knowledge transfer to local and national parties and institutions.
e) Communication material updating
The communication material and tools will be continuously updated in order to always provide last
results and updated news on events that are of interest for the target communities.
In particular, the website will be updated for each new event to notify when a new flyer, poster,
presentation is available. Furthermore, once available, the website will be updated to contain public
deliverables, links to MUSA software repositories and other links to specific material containing
innovative results that the partners want to share with the communities (e.g. models, architectures,
working groups discussions, etc.).
We will also periodically update flyers, posters and other promotional and multimedia material once
first results will be available.
Finally, MUSA expects to reach a large international target audience, by providing online
dissemination of project’s results, deliverables and open software; in order to evaluate the
attractiveness and effectiveness of the communication material, we have introduced a set of key
performance indicators that will be presented in Section 3.

2.2.2.1 Engagement of Partners in dissemination activities
All partners will be involved in the dissemination activities as described in the following subsections.
In order to properly report all the activities and illustrate their impact towards the target communities,
we will adopt dissemination tracking sheets that will be used by all partners. These are available on the
project intranet.
 TECNALIA
TECNALIA will focus its MUSA dissemination activities on the presentation of both project
objectives and results at conferences, seminars and workshops, to exchange knowledge with other
multi-cloud secure applications experts as well as to collect feedback both from industry and
academia.
TECNALIA will disseminate the results of the project in all the events organized by the European
Commission that TECNALIA is invited to participate as MUSA coordinator.
At this stage of the project, TECNALIA together with CeRICT have been submitted a position paper
to CLOSER 2015 international conference: “Towards self-protective multi-cloud applications: MUSA
– a holistic framework to support the security-intelligent lifecycle management of multi-cloud
applications”. This paper has been accepted and published in the proceedings of the conference [2].
Finally, TECNALIA will use internal dissemination channels to disseminate MUSA Project inside the
company (Yammer, TECNALIA Express website and other internal blogs).
 CeRICT
CeRICT will contribute to MUSA dissemination activities by taking advantages of its nature of
Consortium of Universities that enables to leverage both the academic and research environment.
In particular, CeRICT will support collaboration with other projects at both European and national
level, promoting the adoption of the developed solution and, possibly, integrating and reusing existing
solutions in MUSA. CeRICT will participate and contribute to organization of workshops with both
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industrial and research audience, in order to present the MUSA approach in research and industrial
communities debates. Furthermore, CeRICT will collaborate with researchers and students from other
universities to focus on the scientific contribution on both the topics of Cloud Security and Cloud
Architectures, by submitting and presenting project results to international conferences and journals.
CeRICT will contribute to standardization activities, through the presence of their members and/or of
the involved universities to standardization bodies.
Prof. Rak has taken part in the Cloud Standard Customer Council activities. Moreover, CeRICT will
monitor the standardization activities in order to support an adherence of the solutions developed in
the context of MUSA to state-of-the-art standards, helping a simpler adoption of the developed
solutions.
Finally, CeRICT will support dissemination activities by pushing the web and social network
adherence with the project advances and results. CeRICT will contribute to preparation of flyers and
other promotional materials, both in digital and printed version.
 CA
CA has several dissemination channels and will take advantage of them all. The channels are split into
internal and external channels.
Internal Channels:
- The MUSA project has already been discussed at a meeting of regional Chief Technology
Officers (CTO). These are engaged with CA’s customer base and will also share
knowledge and results from MUSA during their meetings. The meetings of CTOs are
quarterly with an annual kick-off and MUSA will be part of those meetings.
- MUSA will be included in briefing presentations of the CA research teams that are given
to internal staff.
- Between M6 and M18 of the project MUSA will be showcased as part of a series of Techtalks that are a regular feature of internal communications
External Channels:
- MUSA will form part of a regular press release cycle at different milestones throughout
the life of the project. The first press release has been issued and has already been picked
up by organisations including Yahoo Finance. Press releases will follow milestones such
as major deliverable targets like M18, and successful annual reviews.
- MUSA will be included in the blog and social media plans for CA and will feature from
time to time in corporate dissemination.
- Academic papers are planned and will be determined by appropriate conferences
accepting the papers. One of the conferences that is to be approached is the American
Computer Security Applications conference. This will ensure dissemination outside of the
EU. The details of papers and conferences will be clearer after more research has resulted
in deliverables.
- MUSA participants from CA will use their social media tools to disseminate, for example,
re-tweeting MUSA content.
- There will be 2 articles featuring MUSA in the quarterly CA Technical Exchange
magazine that is published online for external use.
- An approach will be made to the organisers of CA’s global and regional user conferences
to feature MUSA as one of the innovations discussed in the conference.
 MI
The plan for Montimage to disseminate the achievements of the MUSA project will be active on
several points, during and after the project.
Traditional dissemination mechanisms such as conferences, industrial events and demonstrations,
workshops, etc., as well as the collaboration with academic partners will be the main dissemination
channels to allow reaching the project progresses beyond the Montimage’s close network.

D6.2: Dissemination Strategy

21

As a member of the System@tic1 ICT cluster, Montimage will share the MUSA results with SMEs,
large companies, research centres and higher educational establishments covering six main areas:
automotive and transport, free and open source software, digital trust and security, smart energy
management, systems design and development tools, and telecoms.
Furthermore, Montimage also participates in the H2020 CLARUS2 project, focused on cloud security
from the user point of view, and will be the bridge between both projects.
 AIMES
AIMES dissemination channels come from the role it plays as a data centre owner operator and
bespoke cloud services provider. The various groups, the organisation is a part of, provide a vehicle to
engage the cloud service industry with the MUSA Project.
It is important to differentiate the two industries, as cloud service providers do not necessarily own
and operate their own facility, therefore separate materials and channels need to be explored to ensure
MUSA is correctly positioned.
A valid dissemination channel is through the Data Centre Alliance (DCS,
www.datacentrealliance.org), it is a not for profit international industry association representing the
interests of the Data Centre industry and the AIMES CEO Prof. Dennis Kehoe is a Vice Chairman.
The DCA has over 100 partners who actively participate in the data centre industry.
In particular, AIMES proposes the following actions in relation to the DCA:
-

Brief workshop about MUSA and its progress at DCA annual steering group;
Post regular blogs about MUSA progress under the heading of Innovative Cloud
Solutions.

Material to be distributed to the DCA will be prepared/updated on the basis of latest developments in
the project. At a very early stage it will be about raising awareness and a MUSA fact sheet will be
sufficient.
In addition to DCA, AIMES have a standing within the business research and development
community in the UK having drawn down funding from various UK funding frameworks, including
Innovate_UK. Furthermore, AIMES commercial ventures in transport, health, media and finance
present an ideal opportunity to present both the benefits of Multi cloud applications and the benefits of
being empowered by having a cloud provider who disseminates their SLA for comparison purposes.
 LSY
Lufthansa Systems plans dissemination within the company through several channels like architecture
boards, technology days (e.g. organized by the CTO) and other technical meetings, blogs and internal
media.
External dissemination channels are industrial workshops to be organized in Germany by the end of
the MUSA project. The target group for those industrial workshops can be e.g. the cloud application
developer community or the DevOps community. For the open source related communities Meetups
are a good way to show the possibilities of MUSA.
As Lufthansa Systems is also involved in the FP7 PaaSage project and H2020 BEACON project we
also use this participation to disseminate MUSA project results. All three EU funded projects are
selected to participate in the planned Inter-Cloud Challenges Cluster currently planned by the EU
commission.

1
2

http://www.systematic-paris-region.org/en
http://www.clarussecure.eu/
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 TUT
TUT will disseminate project results among general public by creating pilot applications supporting
use case built in Tampere. TUT will also reach cloud application developers in Finland to discuss
project results and receive feedback on required improvements.
TUT will extend its educational curriculum by introducing topics on security in large-scale distributed
cloud-deployable systems. TUT will also write scientific publications to reach professional and
scientific communities.

2.2.3 Dissemination guidelines
We have introduced some simple guidelines for dissemination activities, in order to provide quality
control procedures before releasing any dissemination material.
As for paper/journal publications:




Ten days before any paper submission, the authors will inform the consortium about the event,
reporting title, event website, type of audience and expected benefit for MUSA; an abstract of
the submission will be circulated;
Once the paper has been accepted, the authors will circulate the accepted version to the
consortium in order to give time to all partners to send comments and feedbacks or express
their concerns, before the camera-ready submission;
All papers must contain an acknowledgement for the MUSA project.

As for dissemination events:




Three weeks before committing to any dissemination event (workshop, project collaboration,
academic presentations, etc.), the partner will inform the consortium about the event, reporting
title, event website, type of audience, expected benefit for MUSA and possible costs. The
consortium is expected to provide feedback on the core messages to pass in the specific event.
As an exception, the opportunities to participate to some event after a “last minute” invitation
will be evaluated by the consortium.

Authoring policy:


Partners interested in writing a publication focused on a specific topic of the project must have
been directly involved into the technical results of the core topic of the publication. This does
not limit them to include other general outcomes of the project in order to provide coherence
to the paper.
In order to preserve publication quality, we should avoid publications with excessive number of
authors (e.g. no more than 5).
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3 Dissemination Key Performance Indicators
A significant way to monitor the impact of the dissemination strategy is given by the definition of a set
of key performance indicators. In Table 2, we reported a set of indicators and expected values; they
will be continuously monitored and possibly reviewed on a per-year basis in order to dynamically plan
periodic targets and goals and amplify the impact of the MUSA strategies.
Table 2: Key Performance Indicators
Dissemination tool /
channel

KPI

Objective

Approach and contingency plans

Brochures

Number of leaflets /
brochures produced

3

Specific dissemination and
communication WP defined where the
production and management of the
dissemination material such as the
brochures is considered.

Conference / Journal
publications

Number of publications
(including
Scientific papers,
Scientific conferences,
Technical magazines)

Project posters

Number of posters

1-2

Encourage partners to publish posters.
Find appropriate events such as FIA
(Future Internet Assembly), or ECFI
(European Conference on Future
Internet) among others.

Press releases

Number of specialized
press releases

2

The specific plan for communication
will define the way in which the
different communities (scientific,
commercial, general public) will be
targeted, as well as the social media
will be used

Project showcases

Number of different
demonstration videos
produced

2

Every time that a prototype is
implemented as part of the MUSA
solution, the possibility of creating a
video showing it, will be considered.

Project newsletters

Number of newsletters

1 per year

The development of the project
newsletter will be included in the
specific MUSA communication plan.

Attendance of events

Number of events
attended

6

The potential key events interesting for
MUSA will be monitored and reported
in every dissemination report.
Examples of such events are: FIA
(Future Internet Assembly), ECFI
(European Conference on Future
Internet).

Cloud Community,
Software and Services
Publications

Number of references in
external magazines
(Collaboration and
Support Actions, EC)

+20

The scientific community, commercial
stakeholders and the general public will
be the target groups of the
communication activities. The
references to the MUSA project will be
monitored and checked every 6 months
in order to fulfil the required KPI.

15

Encourage partners to publish papers.
Find appropriate events. Contact
publishers of peer-reviewed and
indexed journals. Search for additional
channels.
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Dissemination tool /
channel

KPI

Objective

Approach and contingency plans

MUSA website

Yearly visits

1,500

Promoting the website through other
channels (especially in social
networks).

Duration of visits

More than
2 min. for
40% of
users

Monthly downloads:
Posters, flyers
Public reports

35
50

References from
external web pages

20
(excluding
partner
webs)

Monthly tweets or when
a relevant milestone is
taking place (e.g. event,
releases, etc.)

n.a

Monthly updates, or
when a relevant
milestone is taking place
(e.g. event, releases,
etc.)

n.a

Mass Media

Number of releases

2 per
country in
the project

Collaborative webs
(blogs, Wikipedia.)

Number of entries

5

Twitter Feed

LinkedIn profile

Re-organize the website to make it
easier to find relevant items. Upload
more attractive content.
Promoting the website through other
channels
Contact more stakeholders and
initiatives to agree on the promotion of
the site.

Promoting social networking activities

Promoting social networking activities

The press releases will be delivered in
English but also translated to the
languages of the partners participating
in the project.
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4 Collaboration with on-going and future research projects
MUSA is open to collaborate with other relevant research projects on technical topics that are of joint
interest. All partners will contribute and especially the ones who are already involved in related
projects and within EC funded projects.
Collaboration with other research activities aims at exploiting synergies between the projects and
increasing the impact of the ICT initiatives. In particular, the MUSA consortium is willing to provide
contributions, in terms of technical, scientific, promotional and commercial aspects, to the following
activities:


Exploitation of synergies and technical cooperation: participation to workshops, joint
meetings with other projects;



Joint activities for exchange ideas and results, dissemination and training;



Production and dissemination of publications for communication to the general public;



Coordination of standardization efforts;



Contribution to Open Source repositories and projects.

The following table (Table 3) summarizes the main characteristics of collaboration activities,
presenting why they are an essential part of project dissemination strategy.
Table 3: Characteristics of collaboration activities
Characteristics

Description

Objective

Allow projects to know better each other in order to avoid spending
time to do the same things.
Exploiting synergies between the projects and increasing the impact
of the ICT initiative
Raise awareness of the projects

Key Message/Content

Introduce the MUSA system and its components.
Introduce the topics, issues and technologies.
Introduce the project objectives.

Target Stakeholder

All MUSA target groups.

Information Required & Level of
Detail

Especially technical content from project partners.
This info should be common to all the projects of the synergy.

Information Providers

All Partners.

Activity Required for Production &
Delivery

Members of the synergy to continuously communicate with each
other.

Frequency & Timing

In response to key milestones and objectives achieved by each
project.

Type of collaboration

Technical: the established collaboration with a concrete player is in
terms of engaging technical activities, generating common research
assets or mutually reusing projects’ results.
Promotional: here the collaboration is based on participation in
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Characteristics

Description
joint events or workshops, joint publications, mutually broadcasting
news, etc.
Commercial: in the case a joint commercial opportunity for
exploiting some joint asset will happen or some joint exploitation
agreement would be figured out.

Level of collaboration

At Project level: the collaboration is established between MUSA
and another research project (mainly EU).
At Organization level: the collaboration is with an individual entity
(university, company, research center, etc).
At Interest Group level: the collaboration is established with an
influence group, a community, a working group, standardization
committee or similar.

Degree of collaboration

Continuous: periodic and systematic collaboration.
Frequent: from time to time collaboration, but without a fixed plan.
Punctual: isolated collaboration activity.

Diverse collaboration activities will be addressed in the context of the project, such as, joint
publications, organization of joint events or workshops, collaboration with Working Groups (CWG),
etc. Furthermore, a detailed description of the collaboration activities will be compiled when intensive
bilateral and multilateral discussions between projects are organized beforehand. These discussions
will lead to agreements and synchronization only if MUSA consortium will define early in the project:


all the MUSA technologies that can be shared with external parties,



an availability time plan for those,



the research, technological and business areas that can have synergies to exploit, can
complement to and join forces to reach the target audience.

The first step is to identify the MUSA assets/tools that could be shared with external parties. This
activity will be an on-going one, since at the time of the compilation of the specific report only a few
technical and contextual aspects have been addressed by the MUSA consortium.
The following table (Table 4) presents the MUSA tools/technologies that have been identified at this
early phase of the project as potential areas of collaboration with other projects and working groups.
This table will be continuously updated according to MUSA technological progress.

Table 4: MUSA tools and Technology that can be shared
Tool – Technology

WP

MUSA Framework

WP1

The collection of MUSA methods and tools supporting the
security-intelligent integrated lifecycle management of multicloud applications.

MUSA Integrated
Development
Environment (IDE)

WP2

An IDE to support the design of the breakdown/composition of
multi-cloud applications based on the security requirements over
the cloud resources (of CSPs) to be provisioned and over the
application itself. The application components’ requirements
(QoS and QoSec) will be specified and combined in a standard

MUSA approach
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WP

MUSA approach
format (in a composed SLA) which supports the interoperability
with other multi-cloud application management systems.

MUSA security
libraries

WP4

A set of embedded libraries that allow linking the data with their
security requirements through the programming model of the
multi-cloud application following a non-intrusive approach. This
mechanism will allow the efficient balance between security,
functional and business parameters in the multi-cloud application
operation, ensuring they are compliant to the application
requirements at runtime.

MUSA decision support
tool

WP3

A tool supporting the selection of the adequate combination of
cloud service resources (and their providers) where the
application components will be deployed, balancing security
(QoSec), business (costs) and functional requirements (QoS).

MUSA distributed
deployment tool

WP3

A tool that allows the automated distributed deployment and redeployment of the multi-cloud application components to
multiple cloud providers.

MUSA monitoring
service

WP4

A service integrated in the MUSA security assurance platform
SaaS and which offers real-time monitoring and control of
security and functional properties of the multi-cloud application
and the consumed cloud resources

MUSA enforcement
support service

WP3

A service integrated in the MUSA security assurance platform
SaaS and which offers real-time enforcement of security
properties in the multi-cloud application by leveraging MUSA
libraries embedded in the components and other central
mechanisms.

MUSA notification
service

WP4

A service integrated in the MUSA security assurance platform
SaaS and which offers alerts and notification on security
incidents in the multi-cloud application and cloud resources used

MUSA security
assurance platform
(SaaS)

WP4

This platform is composed of three different services and takes
profit of the joint outcome providing an integrated platform for a
holistic security assurance at runtime for multi-cloud
applications.

Guide for an integrated
multi-cloud secure
applications lifecycle
management

WP1

A guide providing advice on Security by Design practices and
methodologies for DevOps oriented seamless collaboration
between the different teams involved in the multi-cloud
application lifecycle, including the security, business and
functional aspects.

A preliminary analysis of the projects showing potential synergies with MUSA was already proposed
by the partners in the project proposal, and reported in Table 5.
In order to monitor these collaborations, we will periodically update and report information about the
status of collaboration together with impacts and benefit for MUSA.
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Table 5: EU Projects and Initiatives
Project

Summary of project and collaboration rational

SPECS, FP7-ICT,
2013-2016 (CeRICT)

The project aims at delivering an open source framework to offer Security-as-aService, by monitoring security parameters specified in SLAs, and also providing the
techniques to systematically manage SLAs life-cycle. The project deals with
automatic Negotiation and Monitoring of SLAs between CSPs and SPECS platform
based on security properties of cloud services.
In MUSA we will also need the composition of cloud SLAs and combined
monitoring of automatic measureable security parameters together with nonautomatic measurable security parameters. In SPECS, the enforcement is made by
SPECS platform on cloud services through security services provided as-a-service.
In MUSA the enforcement is made by the application components themselves
without the need to pay for third parties’ Security-as-a-Service. Depending on the
application needs, MUSA could also leverage Security-as-a-Service of SPECS for
particular parameters. In addition, in MUSA the enforcement is triggered after an
analysis of how the changes in the individual cloud services’ SLAs affect the
composed SLA.

SeaClouds, FP7-ICT,
2013-2016

SeaClouds aims at adaptive management of complex applications deployed across
multiple clouds by supporting the distribution, monitoring and migration of
application modules over multiple heterogeneous PaaS platforms. They are defining
a range of metrics of different types (low level, container level, app level, etc.) based
on disparate underlying cloud providers that will allow the runtime monitoring of
deployed services. The focus is on assuring the QoS of the complex application but
does not address specifically the security issues.
Despite SeaClouds deals with multi-cloud application development, deployment and
QoS monitoring, it does neither research on security parameters nor SLA
compositions complexity.
In MUSA we could complement both the Planner (orchestrator) and Monitoring
modules of SeaClouds solution with security-awareness. For the Planner, SeaClouds
plans to extend TOSCA and CAMP languages and MUSA project can similarly
continue their extension to enrich them with security properties

PaaSage, FP7-ICT,
2012-2016 (LSY)

The project focuses on model based lifecycle management of Cloud applications.
They will deliver a (multi-)cloud based application development and deployment
platform. The focus is on how to define and execute the application components
deployment in multi-cloud (“cross cloud”), based on both QoS and security
parameters. The security properties specification is made based on an ontology not
yet developed. The application design is made using CloudML which serves to
specify the deployment requirements. The monitoring on components is made at the
level of virtual machine (VM) and can be combined with “other monitors”.
Component invocations and execution engine actions are also monitored
information.
CloudML extension in PaaSage is neither addressing security nor business aspects,
so MUSA will analyse to extend CloudML language with these properties as well as
new cloud resources categorization such as DaaS.
Moreover, MUSA will study the PaaSage’s deployment mechanisms together with
other existing open source solutions (e.g. Open Cloud Pier, Puppet) for the support
of distributed and automated deployment of multi- cloud applications. In any case,
they should be extended for inclusion of security-awareness based on run-time
monitored security performance not only on the cloud resources but also at the
application layer.
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Project

Summary of project and collaboration rational

MODAClouds, FP7ICT, 2012-2015 (CA)

The main goal of MODAClouds is to provide methods, a decision support system, an
open source IDE and run-time environment for the high-level design, early
prototyping, semi-automatic code generation, and automatic deployment of
applications on multi-Clouds with guaranteed QoS. Model-driven development
combined with novel model-driven risk analysis and quality prediction will enable
developers to specify Cloud-provider independent models enriched with quality
parameters, implement these, perform quality prediction, monitor applications at runtime and optimize them based on the feedback. Additionally, MODAClouds
provides techniques for data mapping and synchronization among multiple Clouds.
MODAClouds considers QoS parameters but not security and data protection as
MUSA. MUSA will extend the decision support system in MODAClouds by
embedding security requirements as input parameters to be considered during the
discovery process of the cloud resources candidates, and the decision process related
to the selection of the cloud resources in which the application components will be
deployed.
MUSA will also enable MODAClouds decision support system for continuous
software delivery. MUSA aims at creating a DSS that allows the different
stakeholders from both development and operation phases to collaborate, interact
and reach consensus with respect to decision that affect system security decisions.

ARTIST, FP7-ICT,
2012-2015
(TECNALIA)

The main objective of ARTIST is to prepare, support and increase the
competitiveness of the European Software and Services Industry in a global Cloud
and Software as a Service (SaaS) business environment. ARTIST develops a set of
methods, tools and techniques that facilitate the transformation and modernization of
legacy software assets and businesses. The project creates tools to assess, plan,
design, implement and validate the automated evolution of legacy software to SaaS
and the Cloud Computing delivery model
Even cloudML@ARTIST has been extended with many new cloud functional and
business features, it still lacks security aspects. MUSA will study this language
together with CloudML to come up with a single language that considers security
and business properties, as well as new cloud service offerings such as DaaS.
MUSA could also use as a basis benchmarking libraries under development in
ARTIST for the support of the discovery of cloud services offerings and the
subsequent cloud resource categorization in MUSA.

A4Cloud, FP7-ICT,
2012-2016

The project focuses on the Accountability For Cloud and Other Future Internet
Services as the most critical prerequisite for effective governance and control of
corporate and private data processed by cloud-based IT services. The project will
devise methods and tools, through which cloud stakeholders can be made
accountable for the privacy and confidentiality of information held in the cloud.
These methods and tools will combine risk analysis, policy enforcement, monitoring
and compliance auditing.
MUSA will study A4Cloud results on negotiation of terms of services to extend
them for building security-aware SLAs and to integrate their management in (multi)
cloud applications. MUSA will also study the adoption of some of the policy
enforcement, monitoring and compliance auditing mechanisms of A4Cloud.

Inter-Trust, FP7-ICT,
2012-2015 (MI)

The main objective of the project is to develop a framework to support trustworthy
applications in heterogeneous networks and devices based on the enforcement of
interoperable and changing security policies. This framework will allow developers,
integrators and operators of systems to act during the development and operation
phases to obtain systems with components that communicate and share data in a
secure trusted manner dictated by negotiated security policies that are referred to as
dynamic security Service Level Agreements.
MI is contributing in this project by developing methods and techniques for
enforcing secure interoperability. The techniques used and the experience obtained
will bring benefit to MUSA with respect to SLA negotiation and enforcement based
on monitoring. On the other hand, in MUSA the techniques will be complemented to
better address Cloud and multi-Cloud requirements (e.g., monitoring cloud
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Summary of project and collaboration rational
application behaviour and resources, introducing multi-cloud security notification
and enforcement) in a DevOps security-by-design context.
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Appendix A. MUSA motivation and background
The main goal of MUSA project3 is to support the security-intelligent lifecycle management of
distributed applications over heterogeneous cloud resources, through a security framework that
includes: a) security-by-design mechanisms to allow application self-protection at runtime, and b)
methods and tools for the integrated security assurance in both the engineering and operation of multicloud applications.
MUSA overall concept is depicted in the figure below.

Figure 6: MUSA overall concept
MUSA framework combines 1) a preventive security approach, promoting Security by Design
practices in the development and embedding security mechanisms in the application, and 2) a reactive
security approach, monitoring application runtime to mitigate security incidents, so multi-cloud
application providers can be informed and react to them without losing end-user trust in the multicloud application. An integrated coordination of all phases in the application lifecycle management is
needed in order to ensure the preventive oriented security to be embedded and aligned with reactive
security measures.

3

MUSA H2020 Project, Multi-cloud Secure Applications. 2015-2017, http://www.musa-project.eu

